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Extracting Training Data 
from Diffusion Models

Nicholas Carlini, Jamie Hayes, Milad Nasr, Matthew Jagielski, Vikash Sehwag, 
Florian Tramèr, Borja Balle, Daphne Ippolito, Eric Wallace
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- A generative image model (such as Stable Diffusion) trained on a dataset that 
happens to contain a photo of this person will regenerate an almost identical 
image when asked to generate an image of that person's name as input
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Quantifying Memorization Across 
Neural Language Models

Nicholas Carlini, Daphne Ippolito, Matthew Jagielski
Katherine Lee, Florian Tramer, Chiyuan Zhang
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Carlini et al. 2020

Ziegler et al. 2021

Taken verbatim from code for a robotics class

LLMs memorize their training data!
https://github.com/jenevans33/CS8803-1/blob/eca1bbc27ca6f7355dbc806b2f95964b59381605/src/Final/ekfcode.py#L23

https://github.com/jenevans33/CS8803-1/blob/eca1bbc27ca6f7355dbc806b2f95964b59381605/src/Final/ekfcode.py#L23
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LLMs memorize their training data!

Carlini et al. 2020 identify 604 unique 
training examples in the generations of 
GPT-2 through their attack

Amounts to roughly 0.00000015%
of the pre-training dataset

Ziegler et al. 2021 find 41 cases of 
“interesting” memorization upon 
analyzing 450k generations from
GitHub copilot Image from Ziegler et al. 2021
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Larger models memorize more

Carlini et al. 2020

10 cases of
memorization to 0.5 

as model scale 
reduces

Prior 
work

This 
work

GPT-2 as a baseline that was 
trained on a different 
pre-training corpus.

Data Normalized by duplication counts and sequence lengths

Uniformly sampled data without any normalization

Log-linear 
relationship 
between model 
scale and 
memorization
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Repeated data is memorized more!
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Lee et al. 2021



Repeated data is memorized more!

Ziegler et al. 2021
Kandpal et al. 2022

Lee et al. 2021

Gap between memorization 
across scales is reduced with 
increased duplication!



Repeated data is memorized more!

• Data divided into buckets of 1000 
examples for each length

• Each bucket consists of data repeated 
a certain number of times

Across all model scales 
extractability 
increases with 
repetition
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Bridging the gap between discoverable and extractable 
memorization

Well no! This paper’s argument: Extraction attacks already make models 
regurgitate training data but prior work just couldn’t verify all cases

At least 1% of the 
dataset memorized in 
GPT-J, Carlini et al.

2023

Discoverab
le

0.00001% of GPT-2’s data 
the dataset extracted using 

the attack in Carlini et al. 2020

Extractable

Does this mean that even 
though LLMs memorize 
pre-training data, we can’t 
really extract it practically?
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Bridging the gap between discoverable and extractable 
memorization

Magnitudes higher extracted 
data verified to be memorized! 
Compare to 600 examples in 
Carlini et al. 2020

• Carlini et al. 2020 verifies the 
memorized examples by querying 
over the internet

• Instead the authors find that when 
veried directly with the 
pre-training corpora of the LM, 
the number is much higher!



Bridging the gap between discoverable and extractable 
memorization

• Number of extracted 
memorized examples depend 
on number of generations from 
the model

• We want to estimate total 
memorization, but couldn’t 
indefinitely keep on generating! As we query the model more, 

they emit more memorized 
data



Bridging the gap between discoverable and extractable 
memorization

• Number of extracted 
memorized examples depend 
on number of generations from 
the model

• We want to estimate total 
memorization, but couldn’t 
indefinitely keep on generating!

• Can use Good Turing estimator 
to extrapolate number of 
uniquely memorized examples

With sufficient data Good 
Turing estimator can help 
extrapolate the number of 
uniquely generated examples

As we query the model more, 
they emit more memorized 
data



GPT-J memorizes at least 1% of 
its training dataset



Scalable Extraction of Training Data 
from (Production) .Language Models
Milad Nasr, Nicholas Carlini, Jonathan Hayase, Matthew Jagielski, A. Feder 
Cooper, Daphne Ippolito, Christopher A. Choquette-Choo, Eric Wallace, 
Florian Tramèr, Katherine Lee



Extracting memorized data from instruction 
tuned LMs



Extracting memorized data from instruction 
tuned LMs

Aligned models pose two issues that make using the existing attack 
methods for extracting memorized data



Extracting memorized data from instruction 
tuned LMs

Aligned models pose two issues that make using the existing attack 
methods for extracting memorized data

Challenge 1: Chat breaks the continuation interface.



Extracting memorized data from instruction 
tuned LMs

Aligned models pose two issues that make using the existing attack 
methods for extracting memorized data

Challenge 1: Chat breaks the continuation interface.

Challenge 2: Alignment adds evasion.



Extracting memorized data from instruction 
tuned LMs

Aligned models pose two issues that make using the existing attack 
methods for extracting memorized data

Challenge 1: Chat breaks the continuation interface.

Challenge 2: Alignment adds evasion.

Using the baseline attack, out of the 
50 million generated tokens using 
their attack the authors only nd 
0.02% tokens to be present 

verbatim in their proxy pre-training 
dataset
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Extracting memorized data from instruction 
tuned LMs

• Divergence Attack : Find a way 
to cause the aligned model to 
“escape” out of its alignment training 
and fall back to its original language 
modeling objective

• The authors find the following 
prompt to cause the divergence 
attack to succeed:

Using this attack, authors identify 
10,000 unique verbatim memorized 

training examples.



- This problem also happens with productive-level model: GPT-3
- https://chat.openai.com/share/456d092b-fb4e-4979-bea1-76d8d904031f

https://chat.openai.com/share/456d092b-fb4e-4979-bea1-76d8d904031f


Why this is significant

- Previous attacks have recovered only a small portion of the model training data 
set, not the scale to this paper (Gigabytes)

- Previous attacks target at completely open source models, but this attack 
targeted for actual products.

- The models that previous attacks target at didn’t align to make data extraction
difficult, but ChatGPT did

- Previous models give direct model access. ChatGPT does not provide direct 
input and output model access to the underlying LM



- When running the same attack on ChatGPT, it appears that the model never 
emits memorized data

- With appropriate hints (using the word repetition attack mentioned in the paper), 
its emitted memorized data about 150 times faster



Some words as prompt allows the model to emit training data much faster

– like “company”
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