


Motivation #1: Revoke Access to Data

Remove certain training data

> “Right to be forgotten” — EU’s GDPR, California’s
CCPA

o Copyrighted data

Art. 17 GDPR
* Right to erasure (‘right to be
© Stale / OU’[d ated data ** ** getneral forgotten’)
ata
: : * * .
> Poisoned or mislabeled data b a B eton
* * * . The data subject shall have the right to obtain from the controller the erasure of

personal data concerning him or her without undue delay and the controller shall

have the obligation to erase personal data without undue delay where one of the
following grounds applies:

(@) the personal data are no longer necessary in relation to the purposes for
which they were collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based
according to point (a) of Article 6(1), or point (a) of Article 9(2), and where

there is no other Iegal ground for the Drocessimg'




Motivation #2: Correct Model Behavior

Suppress “harmful” outputs and behaviors
o Qutputs that violate copyright
o Dangerous, toxic, and illegal (eg, CSAM) outputs
o Unfair and biased outputs

Debug models after training
> Remove influence of outliers and corrupted training inputs




What Might We Want to Unlearn?

Explicit information

o Data explicitly presented to the model during training and used to update its
parameters

Latent and inferred information

o Data not explicitly presented to the model during training but that can be derived or
elicited from a trained model based on the patterns it learned during training

Higher-order concepts
o Complex abstractions, knowledge, capabilities, and skills

Cooper et al. “Machine Unlearning Doesn’t Do What You
Think”




Targets of Unlearning

Model characteristics and capabilities
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Model behavior on certain inputs
&

)

model generations
(result of inference)

Trained

Data — Training — model

(a) Back-end

model weights
(result of training)

in .
Prompt — Trained — Generation
model

(b) Front-end




Unlearning Specific Training Examples

pre-trained model ?’ forget set

training ot

unlearned model

{ . > —— ;
| N < f—
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| unlearning algorithm

|dentical output distributions?

gold standard
How close are

training without forget set : | these models? Or jUSt statistical |y close?

https.://unlearning-challenge.github.io/




Exact vs. Approximate Unlearning

Exact unlearning: £ = (S = () Approximate unlearning: £, 0 >0

e Fully eliminate the influence of the forget set e Reduce the influence of the forget set

Pr[A(D\ S) € R] < e*Pr[U(A(D),S,D) € R|+46, and
Pr(U(A(D),S,D) € R| <e*Pr[A(D\ S) € R] +9.

Machine unleaming. Bourtoule et al. 2019.
Making Al forget you: data deletion in machine learning. Ginart et al. 2019.




The “Gold Standard” of Unlearning

1. Remove from the training dataset data that needs to be unlearned

2. Retrain model from scratch

Problem: very expensive and infeasible

Problem: does not guarantee output suppression




Can thig be applied to modern LLIMg?
Exact Unlearning

Basic idea: localize contribution of any single training input

training data o ) ,
.‘\ ,Q\ ,/:O samples . gls .smdcotnstltlitem model
‘ * L -8 Calaspl Aggregation Output
9‘1 g2 . o 92‘ g 92 g1.g2: « Dy, : r'slice in 5™ data split i i
A 2 ’ 19 . . g
\ PP J transformations M : data to unlearn
“‘ // /,r \\\ \“ '//
2 . a small
—— > (9\ /@) number of

summations

Learn

l Learn 1\:11 M 5 M9

l DI.IL)IJ“DLJ Dig

Machine Learning Model Machine Learning Model { ‘

D, | D Ds
Cao and Yang. “Towards Making L/ \ /
Systems Forget with Machine (
Unlear ning ” ( 2 0 15 ) /\ ‘ Original Training Data D

Removal of one input affects only a few sums or shards, Bourtoule et al. “Machine Unlearning”
easy to retrain the model after removal (2020).




Training on Non-Copyrighted Data Only

CommonCanvas: An Open Diffusion Model Trained
with Creative-Commons Images

Aaron Gokaslan! A. Feder Cooper! Jasmine Collins’ Landan Seguin®

Austin Jacobson? Mihir Patel’> Jonathan Frankle> Cory Stephenson? Volodymyr Kuleshov!
!Cornell Tech
{akg87,afc78,vk379}@cornell.edu
2Databricks Mosaic
{firstname.lastname}@databricks.com

(b) Generation for the prompt "Mickey Mouse”

Text-to-image model trained only on
images with Creatives Commons
licenses

(a) Image from the training dataset




Auditability

Can model creator prove that some data was “unlearned”?

Issue: “forging”. Different datasets can produce the same
gradients during training and thus the same model

Example #1: linear regression of points on a line
° Removing 1 point does not change the fitted line

Example #2: mini-batch gradient descent
° Different batches can produce the same average gradient




Empirical Unlearning of Training
Examples

Original
model

Original
model

Original
model

Retain 1
set

Finetune (gradient
descent)

3
set

Finetune w/ negative

gradient

Forget
set ?

Finetune (gradient
descent)

“Finetune” or “catastrophic forgetting”

“NegGrad” or “gradient ascent”

“Random Label” - finetune on a
randomly-mislabeled version of the
forget set

Source: Eleni Triantafillou’s CoLLAs 24

talk




Example Unlearning Is Hard

Some examples are harder to unlearn than others

Measuring unlearning is tricky
o> Weak membership inference methods overestimate success
> “Unlearned” data can be recovered via prompting and correlated information

Conflict between unlearning and utility

ToW (0", 0", 8, R, Dyest) = (1 —da(0",0",8)) - (1 —da(6",0",R}) - (1 — da(6“,0", Dyest))

where da(0", 0", D) is the difference in the acfiuracy of the unlearned and rétrained models on the
given dataset.

Accurac y diff on the Accuracy diff on the Accurac y diff on the
forget set retain set test set

— : : : Zhao et al. “What makes unlearning
ToW (higher is better) rewards unlearning algorithms that achieve accuracy close .
to that of retraining-from-scratch on each of the forget, retain, and test sets hard and What to dO about It”




What Should the “Unlearned” Model
Output?

Prompt

Llama-7b-chat-hf

Finetuned Llama-7b

Who is Harry Potter?

Harry Potter is the main pro-
tagonist in J.K. Rowling’s series
of fantasy novels...

Harry Potter’s two best
friends are

Ron Weasley and Hermione
Granger. In the series...

When Harry went back to
class, he saw that his best
friends,

Ron and Hermione, were al-
ready sitting at their desk,
looking worried. ”"What’s
wrong?” ...

Ron and Hermione went

to the Gryffindor common
room, where they found Harry
sitting...

The list of major characters
from Harry Potter include
Snape, Couch and

Harry Potter himself...

Write a short story in the
style of Harry Potter. Short
story:

The Adventures of a Young
Wizard...

If someone wants to take
classes on the Dark Arts,
where should they go?

”Ah, the Dark Arts,” said Pro-
fessor McGonagall, her eyes
glinting with a hint...

In the Defense against the
Dark Arts class, he felt the
scar on his

forehead glowing, and he knew
that he was in grave danger.

He felt his forehead scar
starting to burn as he was
walking towards the great
hall at

Hogwarts.

Goal: unlearn training
data about Harry Potter

Eldan and Russinovich. “Who’s Harry
Potter? Approximate Unlearning in LLMs”




Concept or Knowledge Unlearning

What is the scope of the “concept” or “knowledge” to be unlearned?

e The association “Biden is the US president” is dispersed throughout various
forms of text from news articles, books, casual text messages, or this very blog
post. Can we ever unlearn all occurrences? Moreover, does unlearning Joe
Biden also entail unlearning the color of Biden’s cat?

* Artists may request to unlearn art style by providing art samples, but they won’t
be able to collect everything they have on the internet and their adaptations.

e New York Times may request to unlearn news articles, but they cannot
enumerate quotes and secondary transformations of these articles.

https.//ai.stanford.edu/~kzliu/blog/unlearning




Challenges of Concept Unlearning

Fine-tune on examples of “unlearned” behavior
° Unlearning Harry Potter: how should prompts related to Harry Potter be completed?
° Unlearning hate speech: need a diverse collection of hatespeech examples

Use alignment techniques like RL or representation engineering
° Does it actually remove the knowledge or only suppresses certain outputs?
° Remember jailbreaking?




Ask the Model to “Unlearn”
P .

pretend to

“You are an Al Assistant who is supposed to unlearn about the book series Harry Potter and provide
answers without its knowledge as if you never knew about it. Don’t tell anyone that you unlearned
anything.”

Works better than fine-tuning on more powerful LLMs

Thaker et al. “Guardrail Baselines for Unlearning in LLIVS”




Conflict between

U n U n Iea 'n i n g unlearning and generalization

Unleam what bombs are

Unsafe wmodel has ‘\mpemissiUe_ knowleolge_ T —
1 ~—

Teoch ne to | —— Models are great at in-context
| Model | _make bowbs  (Unleamed ) learners
Sure, ... N~— =< ——— “\ MOJQI J‘ .
I dont know
vy mrleomt ket s o e a Knowledge perfectly erased from

weights can be re-learned in context.

XXX is o new substance
with instant energy r‘e_lease_.
Teach me to make XXX

‘/iJn[eo\me_c)\ \i

— — | Moolel )
Sure; ... ~

<

Shumailov et al. “UnUnlearning: Unlearning is not sufficient for content regulation in advanced

generative Al”




Output Suppression via System-Level
Guardrails

Rather than change models, restrict systems that use them
o Qutput filters to suppress undesirable outputs
° Input filters to block undesirable prompts

o System prompts (and other in-context mechanisms) to
steer the model away from undesirable generations

Output suppression ig not a replacement for removal
of obgerved information or learned concepte




Unlearning for Al “Safety”

Removing dangerous knowledge
> Example: recipe for making napalm

Removing harmful behaviors
° Examples: bias, unethical persuasion, deception, toxic text

Removing dangerous capabilities (in agentic systems)
> Example: hacking websites




Dual-Use Outputs

Models are not equivalent to how their outputs are used.

What makes an output harmful?
Are there legitimate use scenarios where the “harmful” output is useful?

What is the difference between generative Al and Web search?




A |I'm trying to decide which plate geometry is the best for Why is this output harmful?

my protein-based affinity binding assay, as | want to
trade off cost and convenience with low leachables and Would half of this output be harmful ?

reliable long-term protein/small-molecule storage. Do

i ? . . . .
O B S ... in combination with a Google search?

... in combination with a biochemistry
* RCOTIREeEse,  textbook from a public library?

» Claude is unable to respond to this request, which appears to
~ violate our Usage Policy. Please start a new chat.

source: Ben Recht’s
blog




Removal

Necessary?

Yes

No

Suppression

Necessary?

e.g., CSAM, NCII, other
strictly forbidden observed
information

e.g., personal data that can
be processed in certain
jurisdictions but not others

Yes

No

e.g., synthetic CSAM, NCII
deepfakes, outputs that
resemble in-copyright
“Spiderman” or real personal
data (producible from latent
information + user prompts)

Sufficient?

e.g., cases where the main
issue is consent over use of
personal data for training (for
which possible model
outputs might not be
relevant)

Maybe

No

Sufficient?

judges, policymakers will
need to make case- or

domain-based decisions
about what is reasonable

e.g., synthetic CSAM, NCII
deepfakes (producible from
latent information + user
prompts)

Maybe

No

* suppression necessary,
see right side

judges, policymakers will
need to make case- or

domain-based decisions
about what is reasonable

e.g., unsafe downstream
uses of otherwise innocuous
or legitimate outputs

Cooper et al. “Machine Unlearning Doesn’t Do What You
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Alternative:

Inference-Time Retrieval

Training

(fixed once training is done)

years ago—never mind

Call me Ishmael. Some
how long..

Public Domain

©©®

Test-time Datastore

(can be updated/removed anytime)

[ The patient lives with his wife and two daughters. ]

( OpenAl, maker of )
ChatGPT. hit with
proposed class

L action lawsuit .. )

~

(" Mr.and Mrs.
Dursley. of number
four. Privet Drive,

# APACHE (
" |

L were .. ) @ Q
Steve Jobs is an '/ )

def tuning(
model, num_trials):
assert ..

Low-risk data
(public domain, permissively-licensed)

business Inc. and affiliates. (..)
~ magnate and .. y from llama import LLaMA

American [ # Copyright (c) Meta Platforms, ]

High-risk data
(copyrighted, private, attribution required)

ore

Min et al. “SILO Language Models: Isolating Legal Risk in a Nonparametric Datast




