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Motivation #1: Revoke Access to Data

Remove certain training data
◦ “Right to be forgotten” – EU’s GDPR, California’s 

CCPA
◦ Copyrighted data
◦ Stale / outdated  data
◦ Poisoned or mislabeled data



Motivation #2: Correct Model Behavior

Suppress “harmful” outputs and behaviors
◦ Outputs that violate copyright
◦ Dangerous, toxic, and illegal (eg, CSAM) outputs
◦ Unfair and biased outputs

Debug models after training
◦ Remove influence of outliers and corrupted training inputs



What Might We Want to Unlearn?

Explicit information
◦ Data explicitly presented to the model during training and used to update its 

parameters

Latent and inferred information
◦ Data not explicitly presented to the model during training but that can be derived or 

elicited from a trained model based on the patterns it learned during training

Higher-order concepts
◦ Complex abstractions, knowledge, capabilities, and skills

Cooper et al. “Machine Unlearning Doesn’t Do What You 
Think”



Targets of Unlearning

Model characteristics and capabilities

Model behavior on certain inputs

model weights
(result of training)

model generations
(result of inference)



Unlearning Specific Training Examples

https://unlearning-challenge.github.io/

Identical output distributions?

Or just statistically close?



Exact vs. Approximate Unlearning



The “Gold Standard” of Unlearning

1. Remove from the training dataset data that needs to be unlearned
2. Retrain model from scratch

Problem: very expensive and infeasible
Problem: does not guarantee output suppression 



Exact Unlearning
Basic idea: localize contribution of any single training input

Cao and Yang. “Towards Making 
Systems Forget with Machine 
Unlearning” (2015).

Bourtoule et al. “Machine Unlearning” 
(2020).

Removal of one input affects only a few sums or shards,
easy to retrain the model after removal

Can this be applied to modern LLMs?



Training on Non-Copyrighted Data Only

Text-to-image model trained only on 
images with Creatives Commons 
licenses 



Auditability

Can model creator prove that some data was “unlearned”?
Issue: “forging”. Different datasets can produce the same 
gradients during training and thus the same model
Example #1: linear regression of points on a line
◦ Removing 1 point does not change the fitted line

Example #2: mini-batch gradient descent
◦ Different batches can produce the same average gradient



Empirical Unlearning of Training 
Examples

Source: Eleni Triantafillou’s CoLLAs ‘24 
talk



Example Unlearning Is Hard
Some examples are harder to unlearn than others
Measuring unlearning is tricky 
◦ Weak membership inference methods overestimate success
◦ “Unlearned” data can be recovered via prompting and correlated information

Conflict between unlearning and utility

Zhao et al. “What makes unlearning 
hard and what to do about it”



What Should the “Unlearned” Model 
Output?

Eldan and Russinovich. “Who’s Harry 
Potter? Approximate Unlearning in LLMs”

Goal: unlearn training 
data about Harry Potter

?



Concept or Knowledge Unlearning

What is the scope of the “concept” or “knowledge” to be unlearned?

https://ai.stanford.edu/~kzliu/blog/unlearning



Challenges of Concept Unlearning

Fine-tune on examples of “unlearned” behavior
◦ Unlearning Harry Potter: how should prompts related to Harry Potter be completed?
◦ Unlearning hate speech: need a diverse collection of hatespeech examples

Use alignment techniques like RL or representation engineering
◦ Does it actually remove the knowledge or only suppresses certain outputs?
◦ Remember jailbreaking?



Ask the Model to “Unlearn”

Thaker et al. “Guardrail Baselines for Unlearning in LLMs”

Works better than fine-tuning on more powerful LLMs

pretend to 



UnUnlearning

Models are great at in-context 
learners.

Knowledge perfectly erased from 
weights can be re-learned in context.

Shumailov et al. “UnUnlearning: Unlearning is not sufficient for content regulation in advanced 
generative AI”

Conflict between  
unlearning and generalization



Output Suppression via System-Level 
Guardrails
Rather than change models, restrict systems that use them
◦ Output filters to suppress undesirable outputs
◦ Input filters to block undesirable prompts
◦ System prompts (and other in-context mechanisms) to 

steer the model away from undesirable generations

Output suppression is not a replacement for removal 
of observed information or learned concepts



Unlearning for AI “Safety”

Removing dangerous knowledge
◦ Example: recipe for making napalm

Removing harmful behaviors
◦ Examples: bias, unethical persuasion, deception, toxic text

Removing dangerous capabilities (in agentic systems)
◦ Example: hacking websites



Dual-Use Outputs

Models are not equivalent to how their outputs are used.
What makes an output harmful?
Are there legitimate use scenarios where the “harmful” output is useful?

What is the difference between generative AI and Web search?



source: Ben Recht’s 
blog

Why is this output harmful?

Would half of this output be harmful?

… in combination with a Google search?

… in combination with a biochemistry 
textbook from a public library?



Cooper et al. “Machine Unlearning Doesn’t Do What You 
Think”



Alternative: Inference-Time Retrieval

Min et al. “SILO Language Models: Isolating Legal Risk in a Nonparametric Datastore”


