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Digital Technologies Threaten Privacy!
GPS, mobile, implantable devices, RFID, CCTV, Sensors, networked

sensors, image, video and audio, Web cookies, 

flash cookies, web bugs, cross device, browser tracking

“Big Data,” Databases, data aggregation, mining, predictive modeling, 

machine learning, data science, data analytics, 

AI, biometrics, facial recognition, recommendation

Internet, Web, IoT, social computing, 

social networks, Email, mobile tech, “gig” work

Collect, Track, Surveil, 
Monitor,

Profile, predict, 
target, manipulate

Distribute, communicate, 
network, platforms

My privacy has been violated!



What do we mean?

Why do we care?

Privacy 



What do we mean?
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1. Threats from digital tech that cannot be handled

2. A regulatory approach – “notice & choice” -- that is 
broken

3. Allowing “anything goes” for data that is unsecured 
(think scraping; think taking stuff from an unlocked 
house)

4. Suggesting the “privacy paradox” is real

Why do we need ANOTHER definition of privacy?



Google Maps Street View, launched 2007



“Publicly available photos and information derived from them: 
As part of Clearview’s normal business operations, it collects 
photos that are publicly available on the internet. The photos 
may contain metadata which may be collected by Clearview 
due to it being contained in the photos, and information 
derived from the facial appearance of individuals in the 
photos.” From Privacy Policy

Scraped over 30 billion 
photos from social media 
& other public websites.

Used over 1 million times 
by 2,400 U.S. law 
enforcement agencies

Only “public!”



Meta
October 9, 2024



But we consented

276 acquisitions

e.g. LinkedIn

Stakes in 91

e.g. WebMD



Faithful to common use

Clear and rigorous

Reveals privacy’s ethical 

significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy



Contextual Integrity (CI): The one-liner

privacy is

Appropriate information flow

Not secrecy

Not control over 
information about 
yourself



Privacy as Contextual Integrity

Key ideas

… a different way of thinking about privacy



Contextual Integrity (CI): The one-liner

privacy is 

appropriate information flow

Why flow?



Contextual Integrity (CI) Definition

appropriate information flow
= conforms with legitimate contextual norms/rules



•Social Contexts
•Contextual informational norms
•Contextual values ends purpose
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➢ Differentiated social spheres

➢ E.g. health, education, family, politics, commerce 

➢ Defined by purposes, goals, values

➢ Associated functions; practices; ontologies of roles and 

information types

➢ Governed by contextual norms & rules

➢ Specifically, data flow norms, rules

Contexts



**Structure of CI Norms**
The CI-tuple: Five parameters

<actors*: subject, sender, recipient>, <attributes*>, <transmission principle>

Actors: Physician, bank, merchant, police, Verizon, shopper, reader, advertiser, voter, 

insurance company, mother, spouse, teacher, friend, student, FBI, CIA, neighbor

Information type: Age, gender, books you’ve read, movies you’ve seen, purchases, 
whether you voted in previous election, salary, address, medical diagnosis, SSN, facial image, 
what you paid for your house, GPA, spoons of sugar in your coffee, sexual orientation

Transmission Principle: Consent, coerce, compel, steal, buy, sell, in confidence, 

surreptitiously, with notice, with a warrant, with authorization, reciprocity

__________________________
*acting in capacities

*contextual ontologies



Capacities, ontologies, Transmission Principles

Ontologies of  roles: student, physician, policeman.

Ontologies of attributes: consider forms such as IRS, Census, bank 
loan, medical insurance, admissions applications, job applications

Transmission principles: With consent (“control”), With notice, With 
payment, With authorization of <xyz>, By law



Schools must provide parents with information about their children’s 
academic progress. 

Universities must provide parents with information about their children’s 
academic progress (with children’s permission?)

Friends do not ask each other how much they paid for their apartments. 

<subject><sender><recipient><information type> <transmission principle>

Universities must provide companies with information about students’ 
academic progress (with students’ permission?)

See cultural differences?

An interviewer is forbidden from asking a job candidate his/her religion

Travelers are compelled to show contents of their luggage to the TSA 
agents upon request. 



All the parameters matter!
A rule must specify values for all parameters!

<subject> • <sender> • <recipient> • <attributes> • <TPs>

What difference 
does this make?



CI Is satisfied iff information flows conform with 
entrenched informational norms. (We may say, 
“meets privacy expectations.”)

Privacy as Contextual Integrity Defined
(First approximation)



Faithful to common use

Clear and rigorous

Reveals privacy’s ethical 

significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy



Empirical studies (with K. Martin)*

I. CI Reveals Confounding Variables in “sensitive” data flows
II. CI Exposes Privacy Expectations in Public Records
III. CI Reveals Privacy Expectations in Location Data collected in public

*K. Martin and H. Nissenbaum (2017) "Measuring Privacy: An Empirical Test Using Context to Expose 
Confounding Variables," Columbia Science and Technology Law Review 18, 176-218. 
K. Martin and H. Nissenbaum (2017) "Privacy Interests in Public Records: An Empirical Investigation," 
Harvard Journal of Law and Technology 31:1, 111-143. 
K. Martin and H. Nissenbaum (2020) "What is it about Location?" Berkeley Technology Law Journal 

https://nissenbaum.tech.cornell.edu/papers/Measuring%20Privacy.pdf
https://nissenbaum.tech.cornell.edu/papers/Measuring%20Privacy.pdf
https://nissenbaum.tech.cornell.edu/papers/Privacy%20Interests%20in%20Public%20Records.pdf
https://nissenbaum.tech.cornell.edu/papers/Martin_Location.pdf


Discovering Norms: Factorial Vignette Questions template

• Is it acceptable for the <sender> to share the <subject>’s 
<attribute> with <recipient> <transmission principle>?

• E.G. Is it acceptable for a professor to share a student’s poor 
record of attendance with the department chair without 
student’s consent?

27



Contextual Integrity (CI) Definition

appropriate information flow
= conforms with legitimate contextual norms/rules



CI Heuristic to evaluate tech or to inform tech design

• Describe data flows in terms of all 5 parameters 
• Note: in practice, parameters are often overlooked

• Relevant norm? [rule expressed in terms of 5 parameters]
• Existence of norms can be discovered a variety of ways

• Check conformance

• Yes   +
• No  X

• Other  ? Presumption



Faithful to common use

Clear and rigorous

Reveals privacy’s ethical 

significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy



Seeking ethical legitimacy
When tech practices challenge norms, 
norms are unclear, contested, or don’t exist

Appropriateness? Alignment?



1. Interests & preferences of affected parties (stakeholders)
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)

Consider the consequences



1. Interests & preferences of affected parties (stakeholders)
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)

Consider the consequences



CI Parameters + Purposes and Values
Actors: Subject, Sender, Recipient

Acting in contextual capacities

Attribute: Types of information

Per contextual ontologies

Transmission Principle: Constraints on flow

Contextual ends, purposes, values: Ethical Justification



Contextual functions, purposes and values

healthcare: cure disease, alleviate pain and suffering, equity …

politics: democracy, autonomy, accountability, justice

home and social: trust, autonomy, stability 

education: knowledge, intellect, creativity, fair distribution

commercial marketplace: sell, buy, compete, profit, trust, honesty

(and more)



?



• CI offers positive conception of privacy
• Societies and individuals benefit
• Serves societal and contextual ends and values: 

fairness, justice, autonomy, security, health, liberty, utility
• Appropriate flow IS NOT a privacy tradeoff

TAKEAWAYS



Faithful to common use

Clear and rigorous

Reveals privacy’s ethical 

significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy





Analysis: CI Parameter Bloating

126 permutations

New work automates tagging operation for parameters.





Reject!
Privacy puts the brakes on good things



Assessing an existing practice or evaluating a design alternative:
•Trace out data flows in terms of CI parameters
•Locate and map onto relevant privacy norms
•Check conformance

 >Yes 
 >No
 >other 

HEURISTIC (1st approximation)



VACCINE Data Governance for Institutional settings
detecting and expressing

Discovery of Privacy Norms/Rules 

Enforcement: Checking flows against norms/rules 



Google Maps Street View, launched 2007





Contextual Integrity – NOT

No flow, no collection, secrecy [access] 
……..of sensitive information
Control over personal information [control] 
…….that is sensitive
Balance and trade off



Contextual Integrity – NOT

No flow, no collection, secrecy 
……..of sensitive information
Control over personal information 
…….that is sensitive
Balance and trade off







Three empirical studies (with K. Martin)
I. CI Reveals Confounding Variables in “sensitive” data flows
II. CI Exposes Privacy Expectations in Public Records
III. CI Reveals Privacy Expectations in Location Data collected in public

Challenging the relevance of the private/public dichotomy for privacy expectations



Faithful to common use

Clear and rigorous

Reveals privacy’s ethical 

significance

Benchmarks for 
a meaningful 
conception of 
privacy



Factorial Vignette 
Survey Method

Is it OK? -100 to +100



II. Privacy Interests in ”public” information

NOT ”Anything goes!”





In sum: Even if data is available in public records, 
respondents cared about the sources of the data not 
merely that it was public, viz. other parameters matter.



Per CI: This approach is reductive 

& Does not align with common expectations

Caution

Much regulation and technology design presumes 

the dichotomy is a good proxy.



“Publicly available photos and information derived from them: 
As part of Clearview’s normal business operations, it collects 
photos that are publicly available on the internet. The photos 
may contain metadata which may be collected by Clearview 
due to it being contained in the photos, and information 
derived from the facial appearance of individuals in the 
photos.” From Privacy Policy

Scraped over 30 billion 
photos from social media 
& other public websites.

Used over 1 million times 
by 2,400 U.S. law 
enforcement agencies



Contextual Integrity – NOT

No flow, no collection, secrecy 
……..of sensitive information
Control over personal information 
…….that is sensitive
Balance and trade off



“notice + choice”
“informed consent”
 present-day
 privacy nightmare

Reduces privacy to one 

parameter –TP- and accepts 

only one value for it!



Notice & Choice

Guided by Fair Information Principles

No secret databases
Know content/use
Purpose/use limit
Correction
Security/reliability

The privacy policy…

Control =



Source: https://www.usdirect.com/business/resource-center/privacy-policy-lengths/

“notice + choice”
“informed consent”
 present-day
 privacy nightmare





Analysis: CI Parameter Bloating

126 permutations

New work automates tagging operation for parameters.



Consent regime punts 
decisions to data subjects

Least able to assess 
implications, let alone our 
own best interests

Q:  Isn’t this about 

implementation alone?



Reality check

mage 
result 
for but 

elated image

mage 
result 
for but elated 

image

elated image
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https://www.google.com/imgres?imgurl=http://3.bp.blogspot.com/-f4WtTwgNi-Q/VYfY_Pma4zI/AAAAAAAAAug/e3Q8M68nCnU/s1600/BUT-WAIT.png&imgrefurl=http://ourlittledizzyworld.blogspot.com/2015/06/loneliness.html&docid=vqwCYpx2NQwUtM&tbnid=5qNeoOQRGI5FnM:&vet=1&w=671&h=204&bih=797&biw=1154&ved=0ahUKEwjamOqstt_WAhWBaCYKHZQ1DDIQMwhBKAUwBQ&iact=c&ictx=1
https://www.google.com/imgres?imgurl=http://3.bp.blogspot.com/-f4WtTwgNi-Q/VYfY_Pma4zI/AAAAAAAAAug/e3Q8M68nCnU/s1600/BUT-WAIT.png&imgrefurl=http://ourlittledizzyworld.blogspot.com/2015/06/loneliness.html&docid=vqwCYpx2NQwUtM&tbnid=5qNeoOQRGI5FnM:&vet=1&w=671&h=204&bih=797&biw=1154&ved=0ahUKEwjb6YnGt9_WAhWK7CYKHd7lDXsQxiAIGSgB&iact=c&ictx=1


Heuristic (1st approximation)
• Confront a disturbing case:

• WebMD or NIH with Facebook button; 3rd party scripts “sell” user data

• Describe data flows in terms of 5 parameters 
• Note: in practice, parameters are often overlooked

• Relevant norm? [rule expressed in terms of 5 parameters]
• Existence of norms can be discovered a variety of ways

• Check conformance
➢Yes

➢No

➢Other 

Presumption



New practices don’t meet 
expectations, or entrenched norm(al)

or
No relevant entrenched norm(al)  
guide or shape expectations

what if



Stick-with-old or go-with-the-flow?



Faithful to common use

Clear and rigorous

Reveals privacy’s ethical 

significance

Benchmarks for 
a meaningful 
conception of 
privacy



PART TWO: The ethical argument



•Social Contexts
•Contextual informational norms
•Contextual values ends purpose



1. Interests & preferences of affected parties (stakeholders)
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)

CI evaluation of legitimacy

When tech practices are unprecedented



1. Interests & preferences of affected parties (stakeholders)
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)

CI evaluation of legitimacy

When tech practices are unprecedented



“Privacy harms”

Privacy harms

Liberties

Speech

Association

Autonomy

Fairness

Equity

Justice

Security

Informational benefits

Profit

Security

Efficiency

Risk reduction (banks, ads)

Speech



1. Interests & preferences of affected parties (stakeholders)
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)

CI evaluation of legitimacy

A contextual approach to privacy



Improved health outcomes

Data flow disruptions: data types, recipients 



Contextual functions, purposes and values

healthcare: cure disease, alleviate pain and suffering, equity …

E.g. how confidentiality functions in healthcare contexts [intelligence 
of the Hippocratic Oath]



Contextual functions, purposes and values

healthcare: cure disease, alleviate pain and suffering, equity …

politics: democracy, autonomy, accountability, justice

home and social: trust, autonomy, stability 

education: knowledge, intellect, creativity, fair distribution

commercial marketplace: sell, buy, compete, profit, trust, honesty

(and more)



Is not only only about harm to the individual (P. Regan)
Not contrary to societal values (typical: security)
Not contrary to utility* (research, personalization)



“Need to trade off privacy for other goods!”

Providing information ≠ 𝑔𝑖𝑣𝑖𝑛𝑔 𝑢𝑝 𝑝𝑟𝑖𝑣𝑎𝑐𝑦 
L𝑖𝑚𝑖𝑡𝑖𝑛𝑔 𝑑𝑎𝑡𝑎 𝑠𝑢𝑏𝑗𝑒𝑐𝑡𝑠′𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ≠ 𝑔𝑖𝑣𝑖𝑛𝑔 𝑢𝑝 𝑝𝑟𝑖𝑣𝑎𝑐𝑦

Legitimacy (”appropriate flow”) runs deeper, is more tailored

Not this



Here, privacy 
as secrecy!



Contextual Integrity requires that information 
flows conform with justifiable (legitimate) 
informational norms. 

Privacy as Contextual Integrity Defined



• A positive conception of privacy
• Offers benefits to societies and individuals 
• Supports societal and contextual goods: fairness, justice, 

autonomy, security, health, liberty, utility, etc.

Privacy as Contextual integrity



Why data governance?



What we need



I. We need to know more

• More about contexts 
• Ends, purposes and values

• We cannot avoid semantics
• Informational norms: make the implicit explicit
• Improve methods to uncover, map, and visualize
• About impacts of data flows on societal & contextual 

ends as well as on data subjects and other stakeholders



•Require data flows to be mapped with values for all parameters
•Map flows against contextual ends and values
•Impose substantive constraints (where necessary)*
•Revisit sectoral privacy laws, e.g. HIPAA, FERPA, GLBA*
•Avoid the “privacy – utility” trap
•Invite domain experts to the table

II. Sensible regulation 

*Data subject consent may be neither necessary nor sufficient
*Novel tech and regulatory dodges



Solon Barocas, Adam Barth, Sebastian Benthall, Madiha Choksi, 
Amanda Conley, Anupam Datta, Serge Egelman, Deborah Estrin, 
Jake Goldenfein, Seda Guerses, Daniel Howe, Paula Kift, Kirsten 
Martin, Lee McGuigan, John Mitchell, Heather Patterson, Madelyn 
Sanfilippo, Divya Sharma, Ido Sivan-Sevilla, Yan Shvartzshnaider, 
Katherine Strandburg, Vitaly Shmatikov, Lakshmi Subramanian, 
Vincent Toubiana, Michael Tschantz, Thomas Wies, Salome Viljoen, 
Elana Zeide 

With research support from: NSA H98230-18-D-006, NSF: CNS-1801501, 
CNS-1704527, SES-1537324, SES-1650589; MacArthur Foundation

https://nissenbaum.tech.cornell.edu/

Collaborators （合作人：以下为一些美国的著名教授的名字）
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