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Digital Technologies Threaten Privacy !
GPS, mobile, implantable devices, RFID, CCTV, Sensors, networked

sensors, image, video and audio, Web cookies, 

flash cookies, web bugs, cross device, browser tracking

ά.ƛƎ 5ŀǘŀΣέ 5ŀǘŀōŀǎŜǎΣ Řŀǘŀ ŀƎƎǊŜƎŀǘƛƻƴΣ ƳƛƴƛƴƎΣ predictive modeling, 

machine learning, data science, data analytics, 

AI, biometrics, facial recognition, recommendation

Internet, Web, IoT, social computing, 

ǎƻŎƛŀƭ ƴŜǘǿƻǊƪǎΣ 9ƳŀƛƭΣ ƳƻōƛƭŜ ǘŜŎƘΣ άƎƛƎέ ǿƻǊƪ

Collect, Track, Surveil, 
Monitor,

Profile, predict, 
target, manipulate

Distribute, communicate, 
network, platforms

My privacy has been violated!



What do we mean?

Why do we care?

Privacy 
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1. Threats from digital tech that cannot be handled

2. A regulatory approach ς άƴƻǘƛŎŜ ϧ ŎƘƻƛŎŜέ -- that is 
broken

3. !ƭƭƻǿƛƴƎ άŀƴȅǘƘƛƴƎ ƎƻŜǎέ ŦƻǊ Řŀǘŀ ǘƘŀǘ ƛǎ ǳƴǎŜŎǳǊŜŘ 
(think scraping; think taking stuff from an unlocked 
house)

4. {ǳƎƎŜǎǘƛƴƎ ǘƘŜ άǇǊƛǾŀŎȅ ǇŀǊŀŘƻȄέ ƛǎ ǊŜŀƭ

Why do we need ANOTHER definition of privacy?



Google Maps Street View, launched 2007



άtǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ǇƘƻǘƻǎ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ŘŜǊƛǾŜŘ ŦǊƻƳ ǘƘŜƳΥ 
!ǎ ǇŀǊǘ ƻŦ /ƭŜŀǊǾƛŜǿΩǎ ƴƻǊƳŀƭ ōǳǎƛƴŜǎǎ ƻǇŜǊŀǘƛƻƴǎΣ ƛǘ ŎƻƭƭŜŎǘǎ 
photos that are publicly available on the internet. The photos 
may contain metadata which may be collected by Clearview 
due to it being contained in the photos, and information 
derived from the facial appearance of individuals in the 
ǇƘƻǘƻǎΦέ From Privacy Policy

Scraped over 30 billion 
photos from social media 
& other public websites.

Used over 1 million times 
by 2,400 U.S. law 
enforcement agencies

hƴƭȅ άǇǳōƭƛŎΗέ



Meta
October 9, 2024



But we consented

276 acquisitions

e.g. LinkedIn

Stakes in 91

e.g. WebMD



Faithful to common use

Clear and rigorous

Reveals privacyõs ethical 
significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy



Contextual Integrity (CI): The one-liner

privacy is

Appropriate information flow

Not secrecy

Not control over 
information about 
yourself



Privacy as Contextual Integrity

Key ideas

Χ a different way of thinking about privacy



Contextual Integrity (CI): The one-liner

privacy is 

appropriate information flow

Why flow?



Contextual Integrity (CI) Definition

appropriate information flow
= conforms with legitimate contextual norms/rules



ω{ƻŎƛŀƭ /ƻƴǘŜȄǘǎ
ω/ƻƴǘŜȄǘǳŀƭ ƛƴŦƻǊƳŀǘƛƻƴŀƭ ƴƻǊƳǎ
ω/ƻƴǘŜȄǘǳŀƭ ǾŀƭǳŜǎ ŜƴŘǎ ǇǳǊǇƻǎŜ
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ü Differentiated social spheres

ü E.g. health, education, family, politics, commerce 

ü Defined by purposes, goals, values

ü Associated functions; practices; ontologies of roles and 

information types

ü Governed by contextual norms & rules

ü Specifically, data flow norms, rules

Contexts



**Structure of CI Norms**
The CI-tuple: Five parameters

<actors*: subject, sender, recipient>, <attributes*>, <transmission principle>

Actors:  Physician, bank, merchant, police, Verizon, shopper, reader, advertiser, voter, 

insurance company, mother, spouse, teacher, friend, student, FBI, CIA, neighbor

Information type: !ƎŜΣ ƎŜƴŘŜǊΣ ōƻƻƪǎ ȅƻǳΩǾŜ ǊŜŀŘΣ ƳƻǾƛŜǎ ȅƻǳΩǾŜ ǎŜŜƴΣ ǇǳǊŎƘŀǎŜǎΣ 
whether you voted in previous election, salary, address, medical diagnosis, SSN, facial image, 
what you paid for your house, GPA, spoons of sugar in your coffee, sexual orientation

Transmission Principle: Consent, coerce, compel, steal, buy, sell, in confidence, 

surreptitiously, with notice, with a warrant, with authorization, reciprocity

__________________________
*acting in capacities

*contextual ontologies



Capacities, ontologies, Transmission Principles

Ontologies of  roles: student, physician, policeman.

Ontologies of attributes: consider forms such as IRS, Census, bank 
loan, medical insurance, admissions applications, job applications

¢ǊŀƴǎƳƛǎǎƛƻƴ ǇǊƛƴŎƛǇƭŜǎΥ ²ƛǘƘ ŎƻƴǎŜƴǘ όάŎƻƴǘǊƻƭέύΣ ²ƛǘƘ ƴƻǘƛŎŜΣ ²ƛǘƘ 
payment, With authorization of <xyz>, By law



Schools must provide parents with information about ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ 
academic progress. 

Universities must provide parents with information about ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ 
academic progress όǿƛǘƘ ŎƘƛƭŘǊŜƴΩǎ ǇŜǊƳƛǎǎƛƻƴΚύ

Friends do not ask each other how much they paid for their apartments. 

<subject><sender><recipient><information type> <transmission principle>

Universities must provide companies with information about studentsΩ 
academic progress όǿƛǘƘ ǎǘǳŘŜƴǘǎΩ ǇŜǊƳƛǎǎƛƻƴΚύ

See cultural differences?

An interviewer is forbidden from asking a job candidate his/her religion

Travelers are compelled to show contents of their luggage to the TSA 
agents upon request. 



All the parameters matter!
A rule must specify values for all parameters!

ғǎǳōƧŜŎǘҔ ω ғǎŜƴŘŜǊҔ ω ғǊŜŎƛǇƛŜƴǘҔ ω ғŀǘǘǊƛōǳǘŜǎҔ ω ғ¢tǎҔ

What difference 
does this make?



CI Is satisfied iff information flows conform with 
entrenched informational norms. (We may say, 
άƳŜŜǘǎ ǇǊƛǾŀŎȅ ŜȄǇŜŎǘŀǘƛƻƴǎΦέύ

Privacy as Contextual Integrity Defined
(First approximation)



Faithful to common use

Clear and rigorous

Reveals privacyõs ethical 
significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy



Empirical studies (with K. Martin)*

LΦ /L wŜǾŜŀƭǎ /ƻƴŦƻǳƴŘƛƴƎ ±ŀǊƛŀōƭŜǎ ƛƴ άǎŜƴǎƛǘƛǾŜέ Řŀǘŀ Ŧƭƻǿǎ
II. CI Exposes Privacy Expectations in Public Records
III. CI Reveals Privacy Expectations in Location Data collected in public

*K. Martin and H. Nissenbaum (2017) "Measuring Privacy: An Empirical Test Using Context to Expose 
Confounding Variables," Columbia Science and Technology Law Review 18, 176-218. 
K. Martin and H. Nissenbaum (2017) "Privacy Interests in Public Records: An Empirical Investigation," 
Harvard Journal of Law and Technology 31:1, 111-143. 
K. Martin and H. Nissenbaum (2020) "What is it about Location?" Berkeley Technology Law Journal 

https://nissenbaum.tech.cornell.edu/papers/Measuring%20Privacy.pdf
https://nissenbaum.tech.cornell.edu/papers/Measuring%20Privacy.pdf
https://nissenbaum.tech.cornell.edu/papers/Privacy%20Interests%20in%20Public%20Records.pdf
https://nissenbaum.tech.cornell.edu/papers/Martin_Location.pdf


Discovering Norms: Factorial Vignette Questions template

Å Is it acceptable for the <sender>to share theғǎǳōƧŜŎǘҔΩs 
<attribute>with <recipient> <transmission principle>?

ÅE.G.Is it acceptable for aprofessorto share aǎǘǳŘŜƴǘΩǎpoor 
record of attendance with the department chair without 
ǎǘǳŘŜƴǘΩǎ ŎƻƴǎŜƴǘ?

27



Contextual Integrity (CI) Definition

appropriate information flow
= conforms with legitimate contextual norms/rules



CI Heuristic to evaluate tech or to inform tech design

ÅDescribe data flows in terms of all 5 parameters 
ÅNote: in practice, parameters are often overlooked

ÅRelevant norm? [rule expressed in terms of 5 parameters]
ÅExistence of norms can be discovered a variety of ways

ÅCheck conformance

ÅYes   +
ÅNo  X

ÅOther  ? Presumption



Faithful to common use

Clear and rigorous

Reveals privacyõs ethical 
significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy



Seeking ethical legitimacy
When tech practices challenge norms, 
ƴƻǊƳǎ ŀǊŜ ǳƴŎƭŜŀǊΣ ŎƻƴǘŜǎǘŜŘΣ ƻǊ ŘƻƴΩǘ ŜȄƛǎǘ

Appropriateness? Alignment?



1. Interests & preferences of affected parties (stakeholders)
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)

Consider the consequences



1. Interests & preferences of affected parties (stakeholders)
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)

Consider the consequences



CI Parameters + Purposes and Values
Actors: Subject, Sender, Recipient

Acting in contextual capacities

Attribute: Types of information

Per contextual ontologies

Transmission Principle: Constraints on flow

Contextual ends, purposes, values: Ethical Justification



Contextual functions, purposes and values

healthcare: cure disease, alleviate pain and suffering, equity Χ

politics: democracy, autonomy, accountability, justice

home and social: trust, autonomy, stability 

education: knowledge, intellect, creativity, fair distribution

commercial marketplace: sell, buy, compete, profit, trust, honesty

(and more)



?



Å CI offers positive  conception of privacy
Å Societies and individuals benefit
Å Serves societal and contextual ends and values: 

fairness, justice, autonomy, security, health, liberty, utility
Å Appropriate flow IS NOT a privacy tradeoff

TAKEAWAYS



Faithful to common use

Clear and rigorous

Reveals privacyõs ethical 
significance (why care?)
&

Solid grounding for 

technology and regulation

Benchmarks for 
a meaningful 
conception of 
privacy





Analysis: CI Parameter Bloating

126 permutations

New work automates tagging operation for parameters.





Reject!
Privacy puts the brakes on good things



Assessing an existing practice or evaluating a design alternative:
ωTrace out data flows in terms of CI parameters
ωLocate and map onto relevant privacy norms
ωCheck conformance

 >Yes 
 >No
 >other 

HEURISTIC (1st approximation)



VACCINE Data Governance for Institutional settings
detecting and expressing

Discovery of Privacy Norms/Rules 

Enforcement: Checking flows against norms/rules 



Google Maps Street View, launched 2007




