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GreenGoose — Toothbrush Sensor. A
pliable ring that slides onto a
toothbrush. Once connected to a
GreenGoose base station {little green
egg), it measures when your Kids start
brushing and communicates to apps
on your mobile phone. See cartoon
video at www.greengoose.co...

/eBand. Wristband that monitors
‘posure to the sun's UVA and UVB
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Predicted
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‘Withings blood pressure monitor
www.withings.com
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iBGStar blood #glucose meter for
#diabetes management. Can be used
on its own or connected directly to an
iPhone or iPod touch to display,
manage and communicate information,
The FDA cleared device is
manufactured by AgaMatrix and
available through Sanofi

For fertility and beyond

i1 Fertility Calendar & Period Tracker
Plan better by knowing ovulation ahead of time

[ Daily Health Log

The Glueco(M) Wristband. [concept
from 2009] "Medical device that offers
3 major functions to diabetics: non-
invasive and instant glucose reading,
storing previous readings history with
averages, and an extremely useful
insulin chamber with loaded syringe
cartridge.” #diabetes

sgestible event markers (|[EMs) from
rateus. The digestible sensors, made
om foed ingredients, are activated by
tomach fluids after swallowing,

The more data you enter, the more refined your predictions reatna a digtal signal detected by a

¢ Health Insights

Your personal data translated into well-researched insights

(1) Partner Connected

Get your partner involved, because it's a shared journey

2 Download on the i GETITON
[ ¢ App Store b‘ Google Play

Sensor tattoos (Epidermal Electronics)
Electrophysiological, temperature, and
strain sensors; transistors, light-
emitting diodes, photodetectors, radio
frequency inductors, capacitors,
oscillators, and rectifying diodes. From
the journal Science, work done by
John Rodgers. See also
mci0inc.com/

PilCam - ESO (esophagus) and SB
(Small bowel). The video capsule
contains an imaging device and light
source and transmits images at a rate
of 2 (SB) to 18 (ESO) images per
second. The capsule endoscopy is
used to visualize and detect disorders
of the Gl tract. #crohns.
www.givenimaging.com

licroelectronic recorder configured as
ither a small bandage style skin-patch
ratiny device inserted under the

kin. The detector decodes and

scords information such as type of
rug and dose, and measures
hysiclogic parameters such as heart
te, activity, and respiratory rate.
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Digital Technologies Threaten Privacy !

GPS, mobile, implantable devic& 1D, CCTV, Sensors, networked

sensors, image, video and audio, Web cookies, Collect, Track, Surveil

MSET trE‘M‘C_)_nI'[Or,

flash coqk:

My privacy has been violateT ddictiee niotleling, 3 3 N2

=~fata analytics, Profile, predict,
target, manipulate

"

a

o noacthIearm Y aata

Al, biometrics, facial recognition, recommendation

Internet, Web, 10T, social computing, Distribute, communicate,
network, platforms |
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Privacy

What do we mean?
Why do we care?



P rIVaCy Right 10 contro! \P‘\\’ate\

What dO we mean? No access [0 private]
Why do we care?
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Why do we need ANOTHER definition of privac

1. Threats from digital tech that cannot be handled

2. A regulatory approachd Yy 2 U A OS --dhatBK2 A O
broken

3.1 fft26Ay3 aGlyeiuKAYy3I 3IF2S3¢
(think scraping; think taking stuff from an unlocked
house)

4. { dzZ33Sad0Ay3 OGKS GLINA Yl Oé LJ




Google Maps Street View, launched 2007

Privacy concerns

A Street View car parked at a =
Subaru Service Center in Jersey City,
New Jersey

Main article: Google Street View privacy concerns

Google Street View will blur houses for any user who make:

to the automatic blurring of faces and licence plates.[4?] Priy g

objected to the Google Street View, pointing to views found
strip clubs, protesters at an abortion clinic, sunbathers in bil
engaging in activities visible from public property in which tt

seen publicly.43] Another concern is the height of the came! |

countries, Japan!44 and Switzerland, > Google has had to
cameras so as to not peer over fences and hedges. The se

themselves to flag inappropriate or sensitive imagery for Gc § .

remove.l48! Police Scotland received an apology for wasting
from a local business owner in Edinburgh who in 2012 had

for the Google camera car by lying in the road "while his colleague stood over him with a pickaxe ha
it was revealed that Google had collected and stored payload data from unencrypted Wi-Fi connecti

View.[48][49]

Google Street View




: a6t dzotAOf e FtgrAflIofS LIK2G2a |
Q Clearview Al a4 LI NI 2F /fSIENBASEQA y2 NI
photos that are publicly available on the internet. The photos
may contain metadata which may be collected by Clearview
due to it being contained in the photos, and information

Scraped ove80 billion
photos from social media
& other public websites.

Used over 1 million times

by 2,400 U.S. law derived fromthe facial appearance of individuals in the

hyfe a

enforcement agencies ~ LJK 2 (iIR2oén ®dvacy Policy

Large Language Models

2.7 Privacy

\ GPT-4 has learned from a variety of licensed, created, and publicly available data sources, which may
include publicly available personal information. [58, 59| As a result, our models may have knowledge
about people who have a significant presence on the public internet, such as celebrities and public
figures. GPT-4 can also synthesize multiple, distinct information types and perform multiple steps of
reasoning within a given completion.




@) Privacy Policy

What is the Privacy Policy and
what does it cover?

What information do we
collect?

How do we use your
information?

How is your information shared
on Meta Products or with
integrated partners?

How do we share information
with third parties?

How do the Meta Companies
work together?

How can you manage or delete
your information and exercise
your rights?

How long do we keep your
information?

How do we transfer
information?

How do we respond to legal
requests, comply with
applicable law and prevent
harm?

How do we share information with third parties?

" Highlights

Meta

October 9, 2024

We share certain information with:

+ Advertisers who show ads on our Products
+ Businesses we hire to market our Products for us
+ Businesses we hire to do things like offer customer service or conduct surveys

+ Researchers who use it to do things like innovate, advance technology, or improve
people’s safety

We don’t sell your information, and we never will.

We

don't sell any of your information to anyone, and we never will. We also require partners &

T LA~ ) 1 a l — D P | ) IR e | a 1 al



Change History for Microsoft Privacy Statement

Back to the privacy statement

=. Microsoft | Privacy Privacy dashboard  Privacy report  Privacy settings  Privacy Statement  Consumer Health Data Privacy Policy
March 2024
« We updated our Microsoft 365, Office M M v Expand All
‘We also explain that certain applicatior | C ro S O r I Va Cy ta te | I I e n t )
* We revised our Outlook section to des: ﬁ Print

« We added a new Surface section to des 7 ot {Jpdated: March 2024 What's new?

R —— Speech recognition technologies

* We updated the Feedback Hub descrif

Reasons we share personal data 2/ acquisitions
e.g. LinkedIn

Stakes in 91
e.g. WebMD

led affiliates and subsidiaries; with vendors working on our behalf;

We share your personal data with your consent or t le any product you have requested or
authorized. We also share data with Microsoft-con
when required by law or to respond to legal process; to protect our customers; to protect lives; to maintain the security of our

¢ products; and to protect the rights and property of Microsoft and its customers.

B Ut We Con Se nte ¢ laws, “sharing” also relates to providing personal data to

third parties for perSCREEESE e U.S. State Data Privacy section below and our U.S. State

Please note that, as

Data Privacy Laws Notice for more information.

August 2023

+ We made updates throughout the Privacy Statement and added a new Artificial Intelligence section to enhance our disclosures around our development and use of Artificial
Intelligence (“AI).

+ We updated the Bing section to provide you information on Bing Chat, an Al-enhanced web search functionality, including how you can view and manage your Recent activity
with Bing Chat.

+ We supplemented the Reasons we share personal data section to explain how we may share receipts of purchases from Microsoft with Microsoft account holders who use the
same payment method.



Faithful to common use

Clear and rigorous
Benchmarks for J

a meaningful Reveal s privacy
conception of significance (why care?)
privacy &

Solid grounding for
technology and regulation



Contextual Integrity (Cl): The olnger

privacy Is

Appropriate information flow

Not control over
Information about
yourself

K

T~

Not secrecy




Key Ideas

Privacy as Contextual Integrity

PRIVACY |
NNNNNNNNN

HELEN NISSENBAL

_<-== X a different way of thinking about privacy

Fae



Contextual Integrity (Cl): The othiaer

privacy Is
appropriate information flow

Why flow?



Contextual Integrity (Cl) Definition

appropriate information flow
= conforms with legitimate contextual norms/rules
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http://www.flickr.com/photos/joeshlabotnik/8168632301/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/

Contexts

Differentiated social spheres
U E.g. health, education, family, politics, commerce

Defined by purposes, goals, values

Associated functions; practices,; ontologies of roles and
Information types

Governed by contextual norms & rules
U Specifically, data flow norms, rules




"he Gluple: Five parameters

<actors*. subject, sender, recipient, <attributes* >, <ransmission principle

Actors: Physician, bank, merchant, police, Verizon, shopper, reader, advertiser, votet,
Insurance company, mother, spouse, teacher, friend, student, FBI, CIA, neighbor

Information type: ] 3SY ISYRSNX 02214 e2dz2Q0dS NBIFRZ
whether you voted in previous election, salary, address, medical diagnosis, SSN, facial image,
what you paid for your house, GPA, spoons of sugar in your coffee, sexual orientation

Transmission Principle: Consent, coerce, compel, steal, buy, sell, in confidence,
surreptitiously, with notice, with a warrant, with authorization, reciprocity

*acting In capacities
*contextual ontologies



Capacitiespntologies, Transmission Principles

Ontologies of roles: student, physician, policeman.

Ontologies of attributes: consider forms such as IRS, Census, bank
loan, medical insurance, admissions applications, job applications

CNF VaYAaaArAzy LINAYOALI SayY 2A0K 0O2y
payment, With authorization ofxyz, By law



<subject<sender>recipient<nformation type> t<ransmission princippe
See cultural differences?
Schoolsnust provideparents withinformation aboutﬁ%ﬁf;ﬁ{
academic progress
Universitiesmust provideparents withinformation aboutd K S A NJ OK A f
academic progres§ g A UK OKAf RNBY Qa LISNX A &aAh:
Universitiesmust providecompanies withnformation aboutstudents
academicprogres§ g A UK A0 dzRSY (14aQ LISNN¥AAAA2)
Friendsdo not askeach othemow muchthey paid for their apartments.
Aninterviewerisforbidden from askin@job candidatehis/her religion

Travelersare compelled to showontents of their luggagt the TSA
agentsupon request



All the parameters matter!

A rule must specify values for all paramet

Fadzoa2aS0O0iphp w fFaSYRSNDPH w f N

What difference
does this make?



Privacy as Contextual Integrity Defined
(First approximation)

Cl Is satisfiedf information flows conform with

entrenched informational norms. (We“may say,
aYSSia LINAGEFOé SELISOuUl Q



Faithful to common use

Clear and rigorous
Benchmarks for J

a meaningful Reveal s privacy
conception of significance (why care?)
privacy &

Solid grounding for
technology and regulation



Empirical studies (with K. Martin)*

L d /L wS@SlIfta /2yF2dzyRAYy3 I NALI O
|. Cl Exposes Privacy Expectations in Public Records
lI. Cl Reveals Privacy Expectations in Location Data collected in public

*K. Martin and H. Nissenbaum (201 Fjeasuring Privacy: An Empirical Test Using Context to Expose
Confounding Variablg'sColumbia Science and Technology Law Re\ised/76218.

K. Martin and H. Nissenbaum (201P)iVacy Interests in Public Records: An Empirical Investigation
Harvard Journal of Law and Technol@dyl, 111143.

K. Martin and H. Nissenbaum (202Q)hat is it about LocationBerkeley Technology Law Journal



https://nissenbaum.tech.cornell.edu/papers/Measuring%20Privacy.pdf
https://nissenbaum.tech.cornell.edu/papers/Measuring%20Privacy.pdf
https://nissenbaum.tech.cornell.edu/papers/Privacy%20Interests%20in%20Public%20Records.pdf
https://nissenbaum.tech.cornell.edu/papers/Martin_Location.pdf

Discovering Norms: Factorial Vignéfeestiors template

A 1s it acceptable for thesenderso share thee 8 dz0 8 SOU H
<attribute>with <recipient> <transmission principie>

A E.Gls it acceptable foa professorto sharead i dzR podrii Q &
record of attendancevith the department chaiwithout
30dzZRSYy i1 @3 O2yasSyl

27



Contextual Integrity (Cl) Definition

appropriate information flow
= conforms with legitimate contextual norms/rules



Cl Heuristic t@valuatetech or toinform tech design

ADescribe data flows in terms of all 5 parameters
ANote: in practice, parameters are often overlooked

ARelevant norm? [rule expressed in terms of 5 parameters]
AExistence of norms can be discovered a variety of ways

ACheck conformance
AYes +

ANo X i

AOther ? °°O Presumptio



Faithful to common use

Clear and rigorous
Benchmarks for J

a meaningful Reveal s privacy
conception of significance (why care?)
privacy &

Solid grounding for
technology and regulation



Seeking ethical legitimacy

When techpracticeschallengenorms .
VZ2NY¥Ya | NB dzy Ot SIF N2 O2z2Y

Appropriateness? Alignment?



IN CONTEXT |

———

Consider the consequences

1. Interests & preferences of affected parties (stakeholders
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)



PRIVACY |

IN CONTEXT

Consider the conseqgquences

1. Interests & preferences of affected parties (stakeholders
2. Ethical and political principles and values (societal)
3. Contextual functions, purposes, and values (societal)



Cl Parameters + Purposes and Values

. Subject, Sender, Recipient
Acting In contextual capacities
. Types of information
Per contextual ontologies
i Constraints on flow
Ethical Justification



Contextual functions, purposes and values

nealthcare cure disease, alleviate pain and sufferiaguity X
nolitics democracy, autonomy, accountabllity, justice

nome and socialtrust, autonomy, stability

education knowledge, intellect, creativityair distribution
commercial marketplacesell, buy, compete, profit, trust, honesty
(and more)




Meta

New Ray-Ban | Meta Smart Glasses Styles and
Meta Al Updates

We’re adding new styles, video calling with WhatsApp
and Messenger, and Meta Al with Vision, so you can ask

your glasses about what you're seeing and get helpful b “Hey Meta, play

information. some music.

RAY-BAN META SMART GLASSES

April 23,2024
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Cl offerspositive conception of privacy
Socleties and individuals benefit

Serves socletal and contextual ends and values:
fairness, justice, autonomy, security, health, liberty, utility
Appropriate flow IS NOT a privacy tradeoff



Faithful to common use

Clear and rigorous
Benchmarks for J

a meaningful Reveal s privacy
conception of significance (why care?)
privacy &

Solid grounding for
technology and regulation



The Seventh AAAI Conference on Human
Computation and Crowdsourcing (HCOMP-19)

Going against the (Appropriate) Flow:
A Contextual Integrity Approach to Privacy Policy Analysis

Yan Shvartzshnaider,*!* Noah Apthorpe,** Nick Feamster,” Helen Nissenbaum*
'New York University, >Princeton University, *University of Chicago, *Cornell Tech
yansh@nyu.edu, apthorpe @cs.princeton.edu, feamster @uchicago.edu, helen.nissenbaum @cornell.edu



Analysis: Cl Parameter Bloating

Advertisers, app developers and |}11hlixhvr."""”‘“’” can

send us"“”"“"" information through Facebook Business
Tools that they use, including our social plug-ins (such
as the Like button), Facebook Login, our APIs and
SDKs or the Facebook pixel’ . These partners provide
information about your*”/¢" activities off Facebook in-
cluding information about your device, websites you
visit, purchases you make, the ads you see and how
you use their services””"”"“*whether or not you have
a Facebook account or are logged in to Facebook.’”

New work automates tagging operation for parameters.

Advertisers

Developers —»  Your

N

Publishers

through
social

plugin

activities
off FB

websites
.. through
visits

/ Facebook
\ oy login

> device info —» Facebook

E
through API
and SDK

purchases
through
the ads FB pixel
you see
have a FB
usage of account?

services

logged in
or not?

Facebook

126 permutation#

tools







Reject!
Privacy puts the brakes on good things



HEURISTICS(&pproximation)

Assessing an existing practice or evaluating a design alternative:
wlrace out data flows in terms of Cl parameters

clocate and map onto relevant privacy norms
«Check conformance

>Yes \/
>NO X

>other ?



VACCINE Data Governance for Institutional setting:
detecting and expressing

/ Discovery of Privacy Norms/Rules

Frivacy
handbook

Privacy norms

[ Context
& propertie

specification

Crowdsourcing

.
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/~ Enforcement: Checking flows against norms/rules

Flow extractor
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flow
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Flow checker
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& axchange
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Google Street View

Google Maps Street View, launched 2007

Privacy concerns

Main article: Google Street View privacy concerns

Google Street View will blur houses for any user whg

to the automatic blurring of faces and licengs & TP

objected to the Google Street Vig \ nts

strip clubs, protester C\p 2rs in bil
engaging ig Poroperty in which tt

ern is the height of the came
and Switzerland,[“5! Google has had to
A Street View car pag §°50 as to not peer over fences and hedges. The se | 4
Subaru Seag emselves to flag inappropriate or sensitive imagery for Gc [

New Jers¢ GOO
from a local business owner in Edinburgh who in 2012 had
for the Google camera car by lying in the road "while his colleague stood over him with a pickaxe ha

it was revealed that Google had collected and stored payload data from unencrypted Wi-Fi connecti
View.[48]149]

remove.[*®l Police Scotland received an apology for wasting






