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“aligned”
model

What Is Jailbreaking?

P + Q

“jailbreak” prompt
query that the model 
is aligned to refuse

“forbidden” 
response

Is this a security vulnerability?



Wei et al. “Jailbroken: How Does LLM Safety Training 
Fail?”



Competing Training Objectives of LLMs

1) Language modeling
2) Instruction following
3) Safety

Instruction following
Language modeling
Safety

Wei et al. “Jailbroken: How Does LLM Safety Training 
Fail?”



Wei et al. “Jailbroken: How Does LLM Safety Training 
Fail?”

GPT-3.5 Turbo does not 
understand Base64 
encoding.  GPT-4 does!

Scale = more 
capabilities = less 
safety?



Wei et al. “Jailbroken: How Does LLM Safety Training 
Fail?”

Mismatched Generalization









Zou et al. “Universal and Transferable Adversarial Attacks on Aligned Language Models”



Zou et al. “Universal and Transferable Adversarial Attacks on Aligned Language Models”



Zou et al. “Universal and Transferable Adversarial Attacks on Aligned Language Models”



Zou et al. “Universal and Transferable Adversarial Attacks on Aligned Language Models”

one-hot 
token 

encoding



Zou et al. “Universal and Transferable Adversarial Attacks on Aligned Language Models”



GCG: Greedy Coordinate Descent

Repeat until attack is successful:
◦ Compute loss of current adversarial prompt (possibly with respect to 

many different harmful queries)
◦ Evaluate gradients of all one-hot tokens (within adversarial suffix)
◦ Select a batch of candidate token replacements, drawing randomly from 

top k tokens with the most negative gradients at each position
◦ Evaluate loss for every candidate in batch, make the substitution that 

decreases the loss the most

Zou et al. “Universal and Transferable Adversarial Attacks on Aligned Language Models”

This is a white-box method… 
But attacks transfer across models





Can large language models be confined in general?

If users are given the ability to input free-form 
text, can they coerce the LLM into any outcome 
or behavior that it is technically capable of?

No!

Yes!

Geiping et al. “Coercing LLMs to Do and Reveal (Almost) Anything”



Objectives of Jailbreaking

Harmful instructions
Malware and hacking
Hate speech and harassment
Deception and fraud
Sexual content
Disinformation



Jailbreak 
Strategie
s

Yu et al. “Don’t Listen To Me: Understanding and Exploring Jailbreak Prompts of Large Language Models”



Geiping et al. “Coercing LLMs to Do and Reveal (Almost) Anything”

Reprogramming
For LLMs, code is a distinct domain from natural text. Attack convinces 
the LLM it’s generating code. Safety rules for text do not apply to code.



Geiping et al. “Coercing LLMs to Do and Reveal (Almost) Anything”

Language Switching

Tokens in another language 
coerce the model to return 
a particular URL

Works especially well for 
low-resource languages, 
but also for Chinese, 
German, Russian



Geiping et al. “Coercing LLMs to Do and Reveal (Almost) Anything”

Role Hacking

Tokens that look like formatting 
tokens, abuse of parentheses and 
quotes cause the model to 
misunderstand its own system 
prompt



Glitch Tokens

https://deconstructing.ai/deconstructing-ai%E2%84%A2-blog/f/the-enigma-of-solidgoldmagikarp-ais-strangest-
token

SolidGoldMagikarp 
caused bizarre 
behavior in GPT-2/3



Geiping et al. “Coercing LLMs to Do and Reveal (Almost) Anything”

Unusually Frequent Tokens in Jailbreak 
Prompts 

Mediabestanden, oreferrer, springframework, WorldCat, Webachiv …



Geiping et al. “Coercing LLMs to Do and Reveal (Almost) Anything”

Universal Jailbreak



Visual Language Models

The image features a 
painting of an apple, with 
the words "apple" written 
in French underneath it. 
The apple is depicted in a 
vibrant, colorful manner, 
making it an eye-catching 
and appealing artwork.

“What’s in the image?”

embedding



Visual Language Models

“Insult me”

embedding

Image perturbation Remember adversarial examples?



Carlini et al. “Are aligned neural 
networks adversarially aligned?”

Why do you think this 
works?



Interpretable Attacks

Chao et al. “Jailbreaking Black Box Large Language Models in Twenty 
Queries”

Use an unaligned LLM to refine the 
adversarial prompt


