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Background

Machine-Learning-as-a-Service (MLaaS) System 
◦ A confidential model is deployed for some paid service as a black box. 
◦ The confidential model is an asset of the model provider. 
◦ Data collection, model training and services deployment are expensive! 

Model-Stealing (Extraction) Attacks 
◦ Aiming at stealing the parameters or functionality of the confidential model. 
◦ Model Extraction is usually done by querying the confidential model and learning from its response. 
◦ Avoid Subscription and paying after stealing, or uncover security vulnerabilities of the model. l 

Metrics 
◦ Accuracy: How well the extracted model performs on a target test dataset 
◦ Fidelity: How similarly the extracted model imitates the confidential model 



Model stealing:  who cares?

Models are expensive and trained using proprietary ideas.



Model stealing:  who cares?

Models can be inverted to recover approximate training data.

(more on this later)
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As we know, many attacks require white-box model access.
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Equation-Solving Attacks

Stealing Machine Learning Models via Prediction APIs
(Tramèr et al., 2016)



Refresher:  Logistic Regression

f(x) = σ(wx + b)



Equation-Solving Attacks

Ok, so we can recover exact parameters w and β using d+1 queries!



Equation-Solving Attacks

- What about more complicated models?
- The paper shows that these attacks can extend to all model classes with a 

logistic layer
- MLR, MLP, NN, are non-linear and have no analytic solution
- Problem: they’re also non-convex. What happens here?



Equation-Solving Attacks:  MLR, MLP, NN

- Softmax regression (MLR)
- Each (x, f(x)) sample gives c equations in w and 𝞫
- Strongly convex with a regularization term => converges to global 

minimum
- Minimize loss function to extract parameters with random inputs



Equation-Solving Attacks:  Evaluation

- Is this attack feasible on DNN given the number of queries?
- Are “random” inputs good enough to learn an accurate model for inputs with 

high dimensional feature space?



Decision Tree Path-Finding Attacks

Stealing Machine Learning Models via Prediction APIs
(Tramèr et al., 2016)



Does model-stealing work with class labels only?
(i.e. no confidence scores) 

Stealing Machine Learning Models via Prediction APIs
(Tramèr et al., 2016)



Class-Label Only Extraction:  Lowd-Meek Attack

- Idea: use line search to find points arbitrarily close to f’s decision boundary and 
solve for parameters from these points

- Extension to non-linear:  first derive projection to transform model into linear one 
in transformed feature space



Class-Label Only Extraction: Training

- Retrain model locally based on queries and oracle labels
- Uniform queries
- Line-search retraining (generalization of Lowd-Meek)
- Adaptive retraining

- Query in m/r batches, where m is query budget and r is # of rounds
- Select points along decision boundary of extracted model
- Intuition: select points that the extracted model is least certain about to be 

used in each batch



Class-Label Only Extraction: Lowd-Meek Attack



Defending against model stealing

Imagine you’re an ML API provider. 
You want to make your API more resilient to model-stealing.

How would you do it?



Defending against model stealing
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Background: Machine Translation

- Transformer 

(used to be the The Problem
in NLP)



Threat Model



Model Stealing

It’s just like knowledge distillation!



Model Stealing

Observation:
Where are the
confidence scores?



Defending Against Imitation Models

A form of prediction poisoning
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our question too





The main idea



The Attack (Part 1)

1. Query the model n times 
with random inputs 

2. Combine all n queries into a 
matrix Q (e.g 3,000 queries 
x 100,000 tokens) 

3. Perform SVD on Q
4. The model’s hidden 

dimension == index of 
largest difference between 
consecutive singular values

Assume the API returns logits (log probabilities) for every token of the vocab 

Under these conditions, we can recover the model’s hidden dimension



The Attack (Part 2)
Now we have logits → We can recover *rank*

Pythia 1.4B



Stealing model rank



Logit bias trick

Suppose that the API returned the top 3 logits:

Then we could recover the complete logit vector for an arbitrary prompt by cycling through different 3 
token sets with logit bias and measuring the top 3 logits each time.



Future work

- Extending this attack beyond a single layer, finding methods that can be 
used for nonlinear layers.

- Removing the logit bias assumption, other API parameters could give 
alternative avenues for learning logit information. 

- Exploiting the stolen weights, the stolen embedding projection layer might 
improve other attacks against the model



In conclusion

“Adversarial ML had somewhat of a bad reputation for a few years. It seemed like 
none of the attacks we were working on actually worked in practice.

 …

This paper shows—again—that all the work the adversarial ML community has 
been doing over the past few years can directly transfer over to this new age of 
language models we’re living in.”
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