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blue and black? or white and gold?













Chihuahua or muffin?
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Chihuahua or muffin?



Do deep neural networks generalize?



Do deep neural networks generalize?



Would this fool you?



Or this?



Some results from Robust Physical-World Attacks on Deep Learning Visual Classification (Eykholt et al)..

https://arxiv.org/abs/1707.08945


What makes an input adversarial?

“Adversarial examples”



White-box attacks: The attacker has 
access to the model’s parameters.

Black-box attacks: The attacker does 
not have access to the model’s 
parameters, only its outputs

We’ll mostly focus on white-box 
attacks today…

Types of adversarial attacks



Targeted vs. untargeted attacks

Adversarial image: An image that has 
been slightly modified with the goal of 
tricking the classifier. 

Untargeted attacks: Trick the network 
to misclassify the adversarial image. 

Targeted attacks: Trick the network to 
classify a sample x into a fixed class 
which is different from the true class



Remember AlexNet?

Since 2012:
AlexNet wins ImageNet
challenge, marks start of
deep learning era (and is a 
convolutional neural 
network)

Since 2016:
Machine learning surpasses 
human accuracy



This is the same model…



Some facts about adversarial examples

● It’s not just for pigs. Can turn basically anything into anything 
else with enough effort

● It is not easy to defend against, obvious fixes can help, but 
nothing provides a bulletproof defense (that we know of)

● Adversarial examples can transfer across different networks 
(e.g., the same adversarial example can fool both AlexNet and 
ResNet)

● Adversarial examples can work in the real world, not just special 
and very precise pixel patterns

● Adversarial examples are not specific to (artificial) neural 
networks, virtually all learned models are susceptible to them



Adversarial examples in RL

From Adversarial Attacks on Neural Network Policies, Huang et.al, 2017.

https://arxiv.org/abs/1702.02284


Adversarial examples in NLP

From What are adversarial examples in NLP?, 2020.

https://towardsdatascience.com/what-are-adversarial-examples-in-nlp-f928c574478e/
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Generating adversarial examples

● Suppose we have a classifier f, e.g. a pre-trained neural network

● Want to modify an input sample x by some small perturbation δ 
such that x + δ is very similar to x, but is still misclassified by f 

● Idea: Use gradient methods to iteratively perturb the input x until 
the model changes its prediction

● If we want an untargeted attack, it is sufficient that f changes its 
prediction. If we want a targeted attack, f needs to misclassify x 
+ δ as a specific class



● Informal attack vector: Make imperceptible change to image
○ Question: How to formalize this? 

● Make new image x’ very close to x in pixel space
○ L2 norm:
○ L∞ norm:

● Constrain norm of difference to be small,
○ In math:
○ Equivalently we can just write
○ Each pixel can change at most by ε

Adversarial examples for image classifiers
(more rigorously)



An aside: how to set epsilon?

https://docs.pytorch.org/tutorials/_images/sphx_glr_fgsm_tutorial_002.png



Adversarial examples: rules to the game

Attack vector: Given test example 
x, replace with any x’ ∈ B∞,ε(x)

Informally: Attacker can change 
brightness of each pixel by at most 
ε

Knowledge: White-box

Goal: Undirected (could also be 
directed for multiclass)



FGSM, visualized



Fast Gradient Sign Method (FGSM)

A very simple approximate method for an infinity norm relation:

Goodfellow et al. “Explaining and Harnessing 
Adversarial Examples.” ICLR 2015.



The accuracy-robustness tradeoff

From Theoretically Principled Trade-off between Robustness and 
Accuracy, 2019.

https://www.eetimes.eu/ai-tradeoff-accuracy-or-robustness/

We still don’t know how to fix this!

https://arxiv.org/abs/1901.08573
https://arxiv.org/abs/1901.08573
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How can we defend against adversarial perturbations?

Problem statement for defender:

● Given: Dataset and known threat model
● Assume that you know the norm and perturbation radius
● Return model parameters such that attacker cannot succeed

Adversary has second player advantage!
First, you train the model
Then the adversary gets to attack it



A naive defense against adversarial examples

● Data augmentation: Automatically 
generate additional training examples 
based on your current data

● Random data augmentation
○ Randomly add noise to training examples within
○ Train on augmented data

● Problem
○ Adversary is choosing worst -case perturbation, 

may be much worse than random perturbation! 









● Adversarial data augmentation
○ Train model normally
○ Generate adversarial examples for this model 

● Add these to training data and retrain
● Flaw: At test time, adversary can perturb in 

a different way!

Another naïve defense



● Adversarial data augmentation
○ Train model normally
○ Generate adversarial examples for this model 

● Add these to training data and retrain
● Flaw: At test time, adversary can perturb in 

a different way!

A smarter defense



● Anticipate the adversary at every step

A smarter defense: Adversarial training

● Normal training

● Adversarial training



● How can we optimize this?

Adversarial training

● Plug it in!

● Run an attack algorithm A (e.g., FGSM) against 
current model to generate x’ = A(x; y; θ)

● Question: what’s the problem with this approach?



The accuracy-robustness tradeoff

From Theoretically Principled Trade-off between Robustness and 
Accuracy, 2019.

https://www.eetimes.eu/ai-tradeoff-accuracy-or-robustness/

We still don’t know how to fix this!

https://arxiv.org/abs/1901.08573
https://arxiv.org/abs/1901.08573
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